




















































Firewalls

Isolates organization’s internal net from larger Internet, allowing

some packets to pass, blocking others

firewall

administered

network

public

Internet

firewall
trusted “good guys” untrusted “bad guys” 



Firewalls: why

prevent denial of service attacks:

 SYN flooding: 

 attacker establishes many bogus TCP connections, no 

resources left for “real” connections

prevent illegal modification/access of internal data

allow only authorized access to inside network

 set of authenticated users/hosts

three types of firewalls:

 stateless packet filters

 stateful packet filters

 application gateways



Generation of Firewall

• First Generation- Packet Filtering Firewall : Packet 
filtering firewall is used to control network access by 
monitoring outgoing and incoming packet and 
allowing them to pass or stop based on source and 
destination IP address, protocols and ports. It 
analyses traffic at the transport protocol layer (but 
mainly uses first 3 layers).
Packet firewalls treat each packet in isolation. They 
have no ability to tell whether a packet is part of an 
existing stream of traffic. Only It can allow or deny 
the packets based on unique packet headers.



• Second Generation- Stateful Inspection 
Firewall : Stateful firewalls (performs Stateful
Packet Inspection) are able to determine the 
connection state of packet, unlike Packet 
filtering firewall, which makes it more 
efficient. It keeps track of the state of 
networks connection travelling across it, such 
as TCP streams. So the filtering decisions 
would not only be based on defined rules, but 
also on packet’s history in the state table.



• Third Generation- Application Layer Firewall 
: Application layer firewall can inspect and filter the 
packets on any OSI layer, up to the application layer. 
It has the ability to block specific content, also 
recognize when certain application and protocols 
(like HTTP, FTP) are being misused.
In other words, Application layer firewalls are hosts 
that run proxy servers. A proxy firewall prevents the 
direct connection between either side of the firewall, 
each packet has to pass through the proxy. It can 
allow or block the traffic based on predefined rules.



• Next Generation Firewalls (NGFW) : Next 
Generation Firewalls are being deployed these 
days to stop modern security breaches like 
advance malware attacks and application-
layer attacks. NGFW consists of Deep Packet 
Inspection, Application Inspection, SSL/SSH 
inspection and many functionalities to protect 
the network from these modern threats.



Stateless packet filtering

• internal network connected to Internet via router firewall

• router filters packet-by-packet, decision to forward/drop 
packet based on:

– source IP address, destination IP address

– TCP/UDP source and destination port numbers

– ICMP message type

– TCP SYN and ACK bits

Should arriving 

packet be allowed in? 

Departing packet let 

out?



Stateless packet filtering: example

• example 1: block incoming and outgoing datagrams with

IP protocol field = 17 and with either source or dest port

= 23

– result: all incoming, outgoing UDP flows and telnet

connections are blocked

• example 2: block inbound TCP segments with ACK=0.

– result: prevents external clients from making TCP

connections with internal clients, but allows internal

clients to connect to outside.



Policy Firewall Setting

No outside Web access. Drop all outgoing packets to any IP 

address, port 80

No incoming TCP connections, 

except those for institution’s 

public Web server only.

Drop all incoming TCP SYN packets 

to any IP except 130.207.244.203, 

port 80

Stateless packet filtering: more examples



Stateful Packet Filters

• In a traditional packet filter, filtering decisions are made on

each packet in isolation.

• Stateful filters actually track TCP connections, and use this

knowledge to make filtering decisions.





Application gateways

• The packet-level filtering allows an organization to perform

coarse-grain filtering on the basis of the contents of IP and

TCP/UDP headers, including IP addresses, port numbers, and

acknowledgment bits.

• But what if an organization wants to provide a Telnet service 
to a restricted set of internal users (as opposed to IP 
addresses)?



Application gateways

• Application gateways look beyond the IP/TCP/UDP headers
and make policy decisions based on application data.

• An application gateway is an application-specific server
through which all application data (inbound and outbound)
must pass.

• Multiple application gateways can run on the same host, but
each gateway is a separate server with its own processes.



Application gateways



Application gateways

• Filters packets on application data as well as on IP/TCP/UDP

fields.

• Example: allow selected internal users to telnet outside.

• implementing a combination of a packet filter (in a router)
and a Telnet application gateway,

1. Require all telnet users to telnet through gateway.

2. for authorized users, gateway sets up telnet connection to dest host.

Gateway relays data between 2 connections

3. router filter blocks all telnet connections not originating from gateway.



Limitations of firewalls, gateways

• IP spoofing: router can’t know if data “really” comes from

claimed source

• if multiple app’s. need special treatment, each has own app.

gateway

• client software must know how to contact gateway.

– e.g., must set IP address of proxy in Web browser



Types of Firewall

• Firewalls are generally of two types: Host-
based and Network-based.

• Host- based Firewalls : Host-based firewall is 
installed on each network node which controls each 
incoming and outgoing packet. It is a software 
application or suite of applications, comes as a part 
of the operating system. Host-based firewalls are 
needed because network firewalls cannot provide 
protection inside a trusted network. Host firewall 
protects each host from attacks and unauthorized 
access.



• Network-based Firewalls : Network firewall function 
on network level. In other words, these firewalls 
filter all incoming and outgoing traffic across the 
network. It protects the internal network by filtering 
the traffic using rules defined on the firewall. A 
Network firewall might have two or more network 
interface cards (NICs). A network-based firewall is 
usually a dedicated system with proprietary software 
installed.


